
 1 

Nordic Register Data: Documentation of 

Dataprocessing, Privacy Considerations  

and Cross Country Harmonization  

 

Erik Grönquist1, Simen Markussen2, Lars Skipper3 , Tuomas Pekkarinen4,  Peter Rønø 

Thingholm5 

 

 

 

1. INTRODUCTION ............................................................................................................... 2 

2. CELL-STRUCTURE AND PRIVACY CONSIDERATIONS .............................................. 2 

3. HARMONIZATION ............................................................................................................ 7 

4. RISK ASSESSMENTS OF PRIVACY VIOLATIONS ........................................................ 8 

5. TRANSFER OF TABLES CONTAINING AGGREGATED DATA .................................... 9 

 

  

                                                      
1 Uppsala University and IFAU 
2 Frisch Center for Economic Research 
3 Department of Economics and Business Economics - Aarhus University 
4 VATT Institute for Economic Research 
5 Department of Economics and Business Economics - Aarhus University 



 2 

 

1. Introduction 

 

The Nordic countries have been pioneering the use of administrative micro data for research. 

The ability of researchers to obtain information across domains have led to research in 

several fields and allowed researchers both to apply data-intensive strategies as well as 

focusing their analyses on very specific subpopulations. Compared to other data sources, 

administrative data have a number of strengths including no attrition, high degrees of 

reliability and large sample sizes.   

 

The use of administrative data for cross-country studies is scarce. This is mainly a result of 

the similar high-level privacy regulations researchers work under in all Nordic countries. 

This document will specify how we propose to combine the registers using a cell-based 

aggregation strategy where the estimation is done on cells that are constructed similarly 

across countries in a way that complies with the local privacy requirements. This document 

presents the fundamental aggregation approach we employ to ensure that all privacy concerns 

are properly addressed. For each of the subprojects the cross-country harmonization of 

relevant variables and definitions will be specified in separate documents that will be posted 

online for reproduction purposes. 

 

This document proceeds as follows: Section 2 describes the cell-structure we employ, and 

discuss how we ensure that anonymity conditions from all countries are sufficiently 

addressed. Section 3 explains how we approach the harmonization of the data. Section 4 

present primary risks associated with the project and discuss our assessment of their potential. 

Section 5 presents the method for combining the aggregated data in a secure server hosted by 

Frisch Center in Oslo.  

 

2. Cell-structure and Privacy Considerations 

 

In order to join data from different countries we need to aggregate all variables into cells. 

Information in these cells will all be aggregated to a level that will comply with the most 

strict requirements of all local statistical offices. While the cell-data used in our projects, will 
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never be made available to any individuals outside the research group, the cell-level data is of 

such a character, that it in principle could be published as a very large table. This underlines 

the sincerity with which we look at the privacy concerns.  

 

 

Formally, we consider a “cell” j to be the unique combination of a set of categorical 

variables, e.g. j = all unique combinations of age group x gender x industry x education x 

geography within a specific period of time. Note that the definition of a cell e.g. which 

variables we include and on what level, will differ across analyses. At the cell level we 

aggregate information to mean outcomes, such as earnings, unemployment, profits or school 

performance, as well as the number of persons in each cell.  

 

Legal entities with a right to privacy 

Under GDPR only living persons have a right to privacy. However, firms have are also  

entitled to confidentiality, either because information about firms sometimes is also 

information about individuals, or because the data has been disclosed subject to a 

confidentiality agreement. In the following we will describe a sequence of procedures we will 

follow to ensure privacy. First for firms, thereafter for persons.  

 

Firms  

In practice, within a specific combination or a geographic entity (example NUTS3) and an 

industry code (example NACE 2 or 3 digits), one firm can be very dominant. Hence, by 

breaking up cells across the other cell dimensions (e.g. age, gender, education) one can 

(nearly) identify information about this dominant firm. The scope of this problem will of 

course depend on the “coarseness” of the variables used to construct the cells (whether it is 

neighborhoods, municipalities, counties, NACE 1, 2 or 3 digits etc.) but the existence of the 

problem, and the solution to it, is independent of this.  

 

To solve this problem, we (when relevant) construct a “cell exclusion list” based on the 

following procedure: 

i) For a given year: Construct relevant firm aggregates (wage costs, profits, 

unemployed workers etc.) 
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ii) Within each geography x NACE cell (e.g. NUTS3 x NACE3) compute each 

firm’s share of the relevant variables. E.g. each firm’s share of total wage 

payments, within a cell.  

iii) Consider a firm “dominant” if constitutes more than X percent of the cell total for 

a particular outcome.  

iv) Include in the “cell exclusion list” all cells in which there exists a dominant firm.  

v) Exclude all cells included in the cell exclusion list.  

 

Persons 

We consider a “cell” j to be the unique combination of a set of categorical variables, e.g. j = 

all unique combinations of age group x gender x industry x education. Let then mx_j denote 

the mean of x in group j, sx_j denote the standard deviation of x within group j, and nx_j be 

the number of persons over which mx_j is taken.  

 

The resulting dataset that will be shared has the following structure, where N is the number of 

(non-missing) observations of variables x1, x2 and so forth, and M is the mean of the same 

variables.  

 

J Time Nx1 Mx1 Nx2 Mx2 Nx3 Mx3 

1 1 105 0,88 105 1055 104 0,01 

1 2 110 0,85 110 1011 108 0,01 

1 3 107 0,84 107 1150 104 0,02 

2 1 15 0,6 12 1110 10 0,00 

 

There are two ways in which one potentially could learn something about specific persons 

from the data presented in the table above:  

 Problem 1: Mean outcomes for group j provides information on outcomes for 

individuals in the group 

 Problem 2: The group size provides information about (the rareness) of individuals j 

 

These two challenges, as well as their solutions, will be adressed separately below: 
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Problem 1: Mean outcomes 

It should not be possible to infer individual outcomes from aggregate outcomes. This is 

possible only in a few specific cases: 

 

1.a) If sx_j is very small. If all persons in a group has the same (or very similar) value 

of an outcome. Example: If all persons within a cell has a certified sick-leave, one 

would infer that all persons with these characteristics has a certified sick leave.  

 

1.b) If nx_j is very small and one has private information about other members of a 

groups. Example: If “my” group has two members (nx_j = 2) I can infer outcomes for 

the other member by using the mean in combination with my own personal 

information.  

 

Problem 2: Group size 

In some cases, it could be stigmatizing if very few individuals were represented in each cell. 

In the extreme case, a cell could include only one person, whose otherwise anonymous data 

would then be revealed.  

 

Solutions to problems 1a, 1b and 2: 

 

Problems 1.b and 2 has a very simple solution: Don’t make the group sizes too small. If nx_j 

> K and K is reasonable large, there is no realistic problem. This is the solution mostly used 

for statistics as well. The question then is simply what should K be? In many cases the 

minimum requirement from statistical offices are 5, but in our projects we will often choose 

much higher values. 

  

Problem 1a requires different solutions. We will suggest an “algorithm” which we will 

include in all code before exporting aggregated data.  

 

Binary variables: This case will appear most often in practice. It will be problematic to 

export cells, if all members of a group have the same outcome such that mx_j = 0 or 1. We 

will deal with this using the following procedure: Within a group, there must be at least L 

members with each realized outcome. Hence, if the actual number of groups members with a 
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particular outcome is lower than L, it will be set to L. Hence, if x = 0 for everyone, mx_j will 

be replaced by [(N-L)*0 + L*1]/N = L/N.  

 

The general rule will then be that mx_j is replaced by mx_j’: 

𝑚𝑥𝑗
′ = 𝑚𝑎𝑥 {

𝐿

𝑁
,𝑚𝑖𝑛 (

𝑁 − 𝐿

𝑁
,𝑚𝑥_𝑗)} 

 

If N is large, this adjustment will be very small since L then is small relative to N. If N is very 

small, the adjustment will be larger, but the weight in the regression will be correspondingly 

smaller. It will anyhow make it impossible to infer individual outcomes from aggregated 

means.  

 

Continuous variables: We can imagine variables in which the intra-group variation is very 

small such that mx_j is (too) informative about individual outcomes. A natural way to deal 

with this would be to compute the coefficient of variation within each group (the standard 

deviation divided by the mean) and add noise if CV is too low. The procedure we will use is 

the following: 

i) Compute m and sd for group j 

ii) If cv = sd/m is > T then do nothing 

iii) If cv = sd/m < T then: 

a. gen x’ = x + rnormal(0,sd(x))  

b. compute m’ and sd’ from x’ 

c. if cv’ > T then do nothing 

d. if cv’ < T then repeat steps a) and b) 

 

If we follow these steps, the solution of the problem boils down to deciding on four 

parameters: 

 

K = The minimum cell size. Suggestion: K ≥ 50. All cells smaller than K are deleted 

 

X = The maximum dominance of a single firm within a cell. Suggestion X ≤ 0.6. All 

dominated cells are deleted.  
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L = The minimum minority size for binary variables. Suggestion: L ≥ 3. This implies that in 

no cell there can be fewer than L persons with each realization of the binary outcome.  

 

T = The minimum pre-aggregation coefficient of variation for continuous variables.  

Suggestion T ≥ 0.1. This implies that the within cell coefficient of variation (before 

aggregation, e.g. taking the mean) can be no lower than T. If T = 0.1 that means that the mean 

deviation from the mean, within a cell, cannot be below 10 percent.  

 

3. Harmonization 

 

While the Nordic registry data is highly similar there will be differences in the exact 

definitions employed by local statistical offices. Hence for each variable included in the 

project there will be a process of harmonization before constructing the cells. This process is 

done on a “variable to variable basis”. Several of the interesting variables are codes using 

international classifications that easily translates across countries. Examples of this are the 

Classification of education (DISCED-15) and Nomenclature of Economic Activities (NACE) 

that classifies educations and industries respectively.  

 

While the above classifications are common across the statistical offices of participation 

countries, other variables require researchers to agree to a common thresholds. For instance 

this will be the case for employment. In this case our approach will be to utilize the fact that 

we have access to comparable labor market income data, and define employment relative to 

each country’s median income. In practice we could define that an individual is employed if 

she has labor market income that exceeds e.g. 40% of the median income in her country of 

residence. We will then experiment with this threshold to confirm that the patterns in 

employment will be similar across countries. The graph below is an example of such 

analysis; it compares employment rates in Denmark, Sweden, Norway and Finland under 

various income-relative-to-median thresholds. While the levels do vary, the patterns are 

remarkably similar across the countries. 
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For each variable such analysis will be conducted and a description of the harmonization will 

be published online along with codes. We produce separate documents each project, as the 

relevant definitions and variables might change from project to project.  

 

4. Risk Assessments of privacy violations 

 

Ultimately, our assessment is that as long as researchers adhere to the procedure described 

above, there is a minimal to no risk of violating any local and international rules regarding 

data privacy. 

 

Cell-data are not made publicly available. Instead they are simply transferred digitally across 

countries and put in a secure storage. Hence, the risk of the data ending up in the wrong 

hands is very small.  

 

We also believe the risk that researchers in the receiving end should use the data to attempt to 

identify persons in a different country (they already have access to micro data in their own 

country) is negligible. The researchers would have to sign an obligation of secrecy.  

We are using two-way authentication to access data: Regular password and a one-time 

password send be email or SMS. 

 

If, for some reason, the data should end up in the wrong hands, we believe the potential 

consequences are minimal as there is no possible way of identifying individuals it.  
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In the end, we consider the probability of an adverse event to be very low as well as the 

potential risk – if the event occurs – also to be very low.  

 

 

5. Transfer of tables containing aggregated data 

 

Once the aggregated data has been constructed and every measure described above to ensure 

that the data does not contain any possibilities of identifying any individuals researchers will 

transfer the data to a secure server hosted at the Frisch Center in Oslo.  

This will done through a secure encrypted file-transfer service also hosted at the Frisch 

Center in Oslo. 

Access to this server is only be granted conditional on signing an obligation of secrecy, and 

two-way factor authentication will be required each time the data must be accessed.  


